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Security Audit in a Hospital
Introduction
Conducting security audit in hospitals is always an efficient way of ensuring that hospitals have complied with safety measures adopted to prevent any breaches. In this audit, key areas related to the IT architecture in an urban metropolitan hospital would be identified with a focus of analyzing potential vulnerabilities that can lead to data breaches. It is clear that most of the breaches that take place in hospital settings are as a result of the recklessness of the members. For this reason, there is a need to take up measures that would promote HIPAA compliance. This would ensure that all hospital members have been encouraged to take ownership of the hospital security before any breach has taken place. Securing patient’s data should be the utmost priority of the hospital as it ensures that no breaches have taken place (O'Donnell, Orla and Richard 23). Both safety and technical standards will be examined in this document to identify a comprehensive measure of security. This improves the process and ensures that all members have taken control of any form of data breach in the hospital. This security audit report will provide identification of key risk areas, recommendations on improvement of patient safety and also enhancement of healthcare management in hospitals. 
Vulnerable Areas 
	The first main vulnerable area is the WAN that connects the main office buildings inside the campus network, the administrative blocs and the children’s hospital. Having weaker passwords could lead to a breach of security features in the WAN. There is always a need to adopt security features that involve use of strong passwords, use of firewall systems, monitoring intrusion on real time basis and also raising awareness among the staff members to always alert the administration of the WAN in case they notice any breach (Weimann 25). Implementation of an access control to the WAN has been identified as the main feature that can ensure that there is no breach to the hospital. Access control prevents any unauthorized personnel from entering into the system without the requirement of the acceptable documents and features. This helps to secure the hospital from any vulnerability of the system. Efficient analysis of the system is key in providing security that will drive key performance in the hospital setting (O'Donnell, Orla and Richard 94). 
	The HIPAA violations and data handling occurred due to lack of efficient measures and systems to handle data security. There is a need to identify key areas within the administrative and management accounts to identify key areas in which these breaches occurred. The main reason these breaches occurred is due to lack of an efficient access control procedure that would have helped to manage any form of data breach within the hospital. The lack of efficient measures in data management has also been identified as a major challenge to the hospital. There is also a need to ensure that key procedures have been adopted to prevent any disclosure of information that would be relevant in the hospital management. The lack of management systems in the authenticating of the HIPAA regulations is a key feature that affected hospital management. The adoption of physical safeguards that are focused on physical access to the data control centers are always key in ensuring that data management. There are also efficient procedures that would ensure efficient physical access that would ensure protective measures have been effected (Nass, Sharyl and Lawrence 61).
	The creation of multiple accounts that lack necessary administrative privileges is also a key challenge that would ensure that effective measures have been adopted. Lack of effective documentation and encryption policies has been a major issue on the administration of network procedures. There was a need to adopt efficient measures and security regulations that would advance healthcare provision without any gaps in the healthcare sector. The lack of risk assessments on these accounts is also a measure that was identified to affect individuals in the healthcare sector. The lack of performing risk analysis is also another challenge that tends to affect individuals especially in the avenue of service provision. This would help to correct the areas that need transformation in the healthcare sector (Malhotra 142). 
	The audit also proved that physical areas around the IT facilities had not been secured through several factors of authentication. This has created a loophole for unauthorized people to enter into the IT facilities in the hospital and disrupting the systems through hacking or through the use of malware. Areas in which the network architecture needs to be improved lack sufficient measures that can ensure that they have been secured. The hospital does also not have sufficient security measures that would ensure that it has been protected from unauthorized individuals who can always enter into the facility at any given time. There is a need for sufficient measures that would improve the implementation of the security measures that would advance security of the hospital setting hence improve how individuals are managed throughout the hospital.
	Employees within the hospital have also not been trained on effective ways of handling any attacks that are deemed malicious. There is a need to have sufficient form of training that must be documented to advance the performance of the hospital in different fronts. These include the protection of the integrity of the system to avoid any form of suspicion that can affect how the hospital setting works. The lack of a contingency plan to ensure that the hospital has been protected from outside attacks is also a major challenge in the implementation of sufficient measures that can help to put security of the hospital first. This would be an efficient measure that would advance the security features of the hospital. There is a need to have specific applications that would advance security of the hospital hence encourage effective data management.	
Recommendations 
	The first recommendation is to adopt an intrusion prevention system that would ensure that the hospitals security has been secured. The adoption of a network segmentation strategy is key in the improvement of hospital security and adoption of measures that improve the security of private networks. Measures should be taken to improve the WAN security features and standards that ensure that these systems have not been intruded by any individuals. Techniques for the management of security features and standards should be implemented to ensure that hospital staff members do not encounter any breach to their security systems (Rowland, Howard and Beatrice, 45).
	The second recommendation is to ensure that there is HIPAA compliance on the hospital. The establishment of HIPAA act as a safety measure helps organizations to ensure that prevention of data breaches has been enhanced in their organization. In addition substantial fines can always be prevented through adoption of efficiency in the systems of care and improvement of safety features. It is evident that criminal charges and even civil action lawsuits always face individuals who have failed to take up measures and actions against such procedures. One of the safety features that can be adopted includes analysis of the audits and assessments to improve the safety features of the organization. In addition, the analysis of results and documenting any deficiencies is also a key measure of ensuring that security attributes have been efficiently managed (Madhav 72).
The other key feature is to document security measures in the hospital setting. Documenting any remediation plans and procedures is also key in ensuring that actions have been taken against any form of security breach within the organization. An HIPAA compliance officer can always be employed to adopt key security features that improve the organizational performance. Having secure documentation helps to safe the hospital from any loss of data that might occur in the face of lack of efficient systems in the data analysis. Key procedures and policies need to be adopted to improve the analysis of documents that ensure that data has been secured at a private level. Compliance and annual review of data is always an essential strategy for ensuring that security has been maintained in the hospital setting (Nass, Sharyl and Lawrence 65).
Simplifying efforts is also another strategy that would ensure reporting requirements have been adopted. There is always a need to ensure that breaches have not occurred in the health system so as to improve compliance. One of these ways is to always to ensure that efforts have been simplified so as to honor patient privacy rules. This would always ensure that monitoring efficient rules so as to improve performance of the security and auditing documents. The evaluation of external and internal networking is always an efficient way of ensuring that individuals have gained access to the IT systems hence improving healthcare provision. Measures to improve healthcare services would always be efficient in ensuring that vital information has been identified and managed (Luetjens, Joannah and Paul 15).
Having a contingency plan is an effective way of ensuring a backup plan is an efficient way of ensuring that electronic health information have been kept safe. This would improve the identification of essential healthcare data and records. In addition, securing a recovery plan for the lost data is an efficient way of improving the security of information for healthcare providers. Always ensuring emergency plans and procedures have been adopted is effective in ensuring that security of data has been kept. Performing operations in ways that can always promote efficiency of health records is always an efficient way. The identification of security risks and measures to manage any lost data is always an effective way of managing security information. In addition, managing the contingency plan is also an efficient way of ensuring that the security of data has been kept. It is important to improve the identification and management of data so as to encourage data safety. Continuous assessment of the security areas would always avert any form of panic and risk that can occur in the hospital facility. Training  employees on the identification of areas in which these contingency plans can be encouraged is always an efficient way of ensuring that secure information has been kept hence encouraging effective performance. Disruptions cannot occur when efficient ways and strategies of data management have been identified (Rowland, Howard and Beatrice 54).
Conclusion 
	In sum, ensuring data safety for patients is always key in ensuring that the reputation and privacy of patient’s information has been kept safe. It is always advised to always ensure that there is an internal security audit officer to prevent data breaches before they have occurred. The second step is to always ensure compliance with HIPAA rules on patient data safety. Privacy policies in the hospital need to be taken care to ensure that compliance measures have been promoted in a hospital setting. The third step is to ensure that continuous monitoring of employees from accessing patients records have been enhanced with a view of saving patients time and effort of using their system. Automation of most of the functions is also key area that can ensure that security measures have been improved. Ensuring efficiency in resolving real time inappropriate access to the systems is also an efficient way of ensuring that security breaches do not occur on the hospital systems. There is always a need to ensure that reporting requirements have been adopted with an aim of preventing any breaches from taking place. This helps to improve security auditing hence improving procedures in security systems. Documentation of all breach resolutions should also be conducted on a routine basis to improve security reporting in case of any breach that has taken place.
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